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QUANTUM KEY DISTRIBUTION APPARATUS, SYSTEM AND METHOD

Technical Field
The invention relates to quantum key distribution apparatus, a quantum key distribution

system and a method of quantum key distribution.

Background

Quantum communications systems exploit the possibility of transmitting information
encoded in quantum states over an optical fibre link. Quantum states are prepared in such a
way that an eavesdropper unavoidably introduces a disturbance in the quantum states
transmitted between two interlocutors. Such a disturbance reveals the eavesdropper’s activity
to the two legitimate partners.

Quantum Key Distribution, QKD, was theorstically proposed in 1984, and the first
experimental demonstration came in 1991. The functional blocks of a conventional QKD system
are: a Quantum Random Number Generator, QRNG, which generates really randomly
distributed voltage values, based on fundamental quantum mechanics principles (thermal or
shot noise, photoelectric effect, etc.); an optical modulator, which maps the random number
into a physical quantum variable, such as the spin, orbital angular momentum, wavelength, or
phase of a photon; an optical fibre link, similar to a classical optical link (note, however, the
optical fibre link cannot contain optical amplifiers, due to the non-cloning theorem); an optical
filter at the receiver to remove out-of-band noise, which is detrimental for the single photon
counting process at the receiver; and an extremely sensitive photodetector, which is ideally
able to count single incoming photons. A QKD system is used to implement a quantum
cryptography protocol, such as Bennett and Brassard’s protocol of quantum cryptography,
BB84, as reported for example in S. Agnolini and P. Gallion, “Implementation of BB84 protocol
by QPSK modulation using dual-electrode Mach-Zehnder modulator”, IEEE ICIT 2004, pages
250-253.

In a conventional QKD system implementation, light source, QRNG and optical
modulator are separate blocks. An integrated implementation would allow cost savings but it is
not straightforward to achieve, due to the different technologies required. While the optical
modulator can be a standard optical phase modulator, single photon sources operating at
1550nm (the wavelength used for optical fibre communication) require technologies which are
far from reaching the maturity necessary for commercialization and large-scale production.

At the receiver side, there are two major issues in developing QKD systems that can
eventually be commercialized, both often neglected in the specialized scientific literature.
Firstly, the optical signal must be filtered by a narrow band filter, having steep edges, in order
to cancel the out-of-band noise which would interfere with the received each single photon. On

one hand, this requires the use of active filters, to keep the filter’s central frequency locked to
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that of the incoming signal. On the other hand, in a QKD system, the incoming signal is so weak
that control loop operation for frequency locking is troublesome, due to noise. Secondly, due to
the weakness of the received signal, consisting of single photons, clock synchronization is

extremely problematic.

Summary

It is an object to provide an improved quantum key distribution apparatus. It is a further
object to provide an improved quantum key distribution system. It is a further object to provide
an improved method of quantum key distribution.

An aspect of the invention provides quantum key distribution apparatus comprising a
gain switched laser, optical modulation apparatus and optical attenuation apparatus. The gain
switched laser is configured to generate optical pulses. The optical modulation apparatus is
configured to apply at least one of a respective phase modulation and a respective intensity
modulation to the optical pulses to encode respective quantum states on the optical pulses.
The optical attenuation apparatus is configured to attenuate the optical pulses to approximate
a single photon source.

The quantum key distribution, QKD, apparatus advantageously uses a gain switched
laser, which has been shown to generate spectrally uncorrelated optical pulses, i.e. optical
pulses having independent and randomly distributed phases. An eavesdropper intercepting and
measuring one optical pulse therefore cannot infer anything about any other optical pulse
transmitted by the QKD apparatus. The optical pulses can therefore be attenuated to
approximate a single photon source, removing the need to use a single photon source. The
QKD apparatus is a linear scheme, which advantageously does not require additional pump
lasers or control loops.

In an embodiment, the quantum key distribution apparatus is configured to implement
an encryption protocol. The gain switched laser is configured to generate optical pulses having
phases which are randomly distributed between preselected values, dependent on the
encryption protocol.

In an embodiment, the optical modulation apparatus is an asymmetric Mach-Zehnder
interferometer. Both phase and intensity modulation are advantageously applied in a single
device, enabling improved silicon photonic integration.

In an embodiment, the asymmetric Mach-Zehnder interferometer is additionally
configured as the optical attenuation apparatus. Both phase modulation and optical attenuation
are advantageously applied in a single device, enabling improved silicon photonic integration.

In an embodiment, the optical attenuation apparatus comprises an optical attenuator
and the quantum key distribution apparatus further comprises a tuneable optical filter before
the optical attenuator. The tuneable optical filter is configured to confine the optical power of

the optical pulses around a nominal central frequency. Out-of-band noise may therefore be
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removed from the optical pulses, before they are attenuated to approximate a single photon
source.

In an embodiment, the quantum key distribution apparatus further comprises a random
number generator and a quantum encoder. The quantum encoder is configured to map a
number received from the random number generator into a respective quantum state. The
quantum encoder is configured to generate an output signal comprising an indication of at least
one of a respective phase modulation and a respective intensity modulation to be applied by
the optical modulation apparatus to encode the quantum state onto a respective optical pulse.

In an embodiment, the random number generator is configured to generate random bits
and the quantum encoder is configured to map a bit received from the random number
generator into a respective quantum state.

In an embodiment, the quantum encoder is configured to map a bit sequence received
from the random number generator into a respective quantum state.

In an embodiment, the random number generator is a quantum random number
generator, QRNG, comprising an optical splitter, an optical interferometer, an optical detector
and signal processing apparatus. The optical splitter is configured to power split the optical
pulses generated by the laser. The optical interferometer is configured to receive optical pulses
from the optical splitter. The optical interferometer comprises a delay element in one arm. The
delay element is configured to apply a delay to an optical pulse propagating in said arm such
that successive optical pulses are interfered by the optical interferometer, to convert a phase
difference between successive optical pulses into an intensity modulation of an output optical
signal of the optical interferometer. The optical detector is arranged to detect the output signal.
The signal processing apparatus is configured to convert a detected intensity of the output
signal into a corresponding amplitude level and to generate an output signal comprising an
indication of the amplitude level.

The QRNG of the QKD apparatus advantageously uses the optical pulses generated
by the gain switched laser for QKD transmission, and therefore does not require a fully separate
QRNG.

In an embodiment, an algorithm is used to derive numbers having a target distribution
from the randomly distributed detected intensities.

In an embodiment, the optical attenuation apparatus is selectively operable in one of a
first state and a second state. In the first state the optical attenuation apparatus is configured
to attenuate the optical pulses to approximate a single photon source. In the second state the
optical attenuation apparatus is configured with a minimum attenuation. The QKD apparatus is
advantageously operable to swap between two different working conditions: a classical
transmission state, where the optical attenuation apparatus is set at a minimum attenuation,
and is thereby effectively by-passed, making the optical pulses so strong to enable frequency

locking of tuneable optical filters and clock synchronization; and QKD transmission state, where
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the attenuation is increased in order to have quasi single-photon emission and quantum key
distribution.

In an embodiment, the optical attenuation apparatus is configured to attenuate the
optical pulses to such level that a photon number of the optical pulses has an average Poisson
distribution of less than 1.

In an embodiment, the optical attenuation apparatus is configured to attenuate the
optical pulses to such level that a photon number of the optical pulses has an average Poisson
distribution of 0.1.

In an embodiment, the quantum states comprise signal states and at least one decoy
state. Decoy states may thus be generated by the same apparatus as signal states.

In an embodiment, the quantum encoder is configured to set a number of decoy states
and respective amplitudes of the decoy states according to the encryption protocol. Decoy
states may thus be generated by the same apparatus as signal states, by simply setting a
required amplitude to be applied by the optical modulation apparatus.

Corresponding embodiments apply also to the quantum key distribution system
described below.

An aspect of the invention provides a quantum key distribution system comprising first
and second quantum key distribution apparatus. The first and second quantum key distribution
apparatus each comprise a gain switched laser, optical modulation apparatus and optical
attenuation apparatus. The gain switched laser is configured to generate optical pulses. The
optical modulation apparatus is configured to apply at least one of a respective phase
modulation and a respective intensity modulation to the optical pulses to encode respective
quantum states on the optical pulses. The optical attenuation apparatus is configured to
attenuate the optical pulses to approximate a single photon source.

The quantum key distribution, QKD, system advantageously uses gain switched lasers,
which have been shown to generate spectrally uncorrelated optical pulses, i.e. optical pulses
having independent and randomly distributed phases. An eavesdropper intercepting and
measuring an optical pulse transmitted across the QKD system therefore cannot infer anything
about any other optical pulse transmitted across the QKD system. The optical pulses can
therefore be attenuated to approximate a single photon source, removing the need to use a
single photon sources. The QKD system is a linear scheme, which advantageously does not
require additional pump lasers or control loops.

In an embodiment, each optical attenuation apparatus is selectively operable in one of
a first state and a second state. In the first state the optical attenuation apparatus is configured
to attenuate the optical pulses to approximate a single photon source. In the second state the
optical attenuation apparatus is configured with a minimum attenuation. The QKD system is
advantageously operable to swap between two different working conditions: a classical
transmission state, where each optical attenuation apparatus is set at a minimum attenuation,

and are thereby effectively by-passed, making the optical pulses so strong to enable frequency
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locking of tuneable optical filters and clock synchronization; and QKD transmission state, where
the attenuation is increased in order to have quasi single-photon emission and quantum key
distribution.

In an embodiment, the first and second quantum key distribution apparatus each further
comprise an optical receiver and a tuneable optical filter. Each optical receiver is for receiving
an incoming optical signal from the other quantum key distribution apparatus. Each tuneable
optical filter is arranged before the respective optical receiver for removing out of band noise
from the incoming optical signal. Each quantum key distribution apparatus is operable to tune
respective central frequencies of the tuneable optical filters to respective frequencies of the
incoming optical signals when the respective optical attenuation apparatus is in the second
state. In the second state, where each optical attenuation apparatus is set at a minimum
attenuation, and is thereby effectively by-passed, the optical pulses are so strong as to enable
frequency locking of tuneable optical filters at the receivers.

In an embodiment, the quantum key distribution apparatus are additionally operable to
perform clock synchronisation when the optical attenuators are in the second state. The QKD
system is advantageously operable to enable easy clock synchronisation, making the QKD
system one which may be practically implemented.

An aspect of the invention provides a method of quantum key distribution comprising
steps of: generating optical pulses having independent and randomly distributed phases;
applying at least one of a respective phase modulation and a respective intensity modulation
to the optical pulses to encode respective quantum states on the optical pulses; and attenuating
the optical pulses to approximate a single photon source.

Using optical pulses having independent and randomly distributed phases means that
the optical pulses are spectrally uncorrelated, so an eavesdropper intercepting and measuring
an optical pulse cannot infer anything about any other optical pulses that she may intercept.
The optical pulses can therefore be attenuated to approximate a single photon source,
removing the need to use a single photon sources.

In an embodiment, the optical pulses have phases which are randomly distributed
between preselected values which are dependent on an encryption protocol.

In an embodiment, the method additionally comprises optically filtering the optical
pulses to confine the optical power of the optical pulses around a nominal central frequency
before attenuating the optical pulses. Out-of-band noise may therefore be removed from the
optical pulses, before they are attenuated to approximate a single photon source.

In an embodiment, the method further comprises steps of: generating random numbers;
mapping the random numbers into respective quantum states; and determining at least one of
a respective phase modulation and a respective intensity modulation to be applied to encode
the quantum states onto respective optical pulses.

In an embodiment, the random numbers are random bits and the random bits are

mapped into respective quantum states.
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In an embodiment, bit sequences are mapped into respective quantum states.

In an embodiment, the random numbers are generated by: power splitting the optical
pulses generated by the laser; interfering successive optical pulses to convert a phase
difference between successive optical pulses into an intensity modulation of an output optical
signal; detecting the intensity of the output optical signal; converting a detected intensity of the
output optical signal into a corresponding amplitude level; and generating an output signal
comprising an indication of the amplitude level. Quantum random number generation may be
advantageously achieved using the same optical pulses as for QKD transmission, and therefore
does not require a fully separate QRNG.

In an embodiment, an algorithm is used to derive numbers having a target distribution
from the randomly distributed detected intensities.

In an embodiment, the optical pulses are selectively attenuated at a first attenuation to
approximate a single photon source or at a second, minimum, attenuation. The method may
advantageously swap between two different working conditions: a classical transmission state,
where a minimum attenuation is used, making the optical pulses so strong as to enable
frequency locking of tuneable optical filters and clock synchronization; and a QKD transmission
state, where the attenuation is increased in order to have quasi single-photon emission and
quantum key distribution.

In an embodiment, the optical pulses are attenuated to such level that a photon number
of the optical pulses has an average Poisson distribution of less than 1.

In an embodiment, the optical pulses are attenuated to such level that a photon number
of the optical pulses has an average Poisson distribution of 0.1.

In an embodiment, the quantum states comprise signal states and at least one decoy
state.

In an embodiment, a number of decoy states and respective amplitudes of the decoy
states is set according to an encryption protocol to be implemented.

In an embodiment, the method further comprises tuning respective central frequencies
of tuneable optical filters to respective frequencies of incoming optical signals when the optical
pulses are attenuated at the second, minimum, attenuation, the tuneable optical filters arranged
for removing out of band noise from the incoming optical signal.

In an embodiment, the method further comprises performing clock synchronisation
when the optical pulses are attenuated at the second, minimum, attenuation.

Embodiments of the invention will now be described, by way of example only, with

reference to the accompanying drawings.

Brief Description of the drawings
Figures 1 to 4 illustrate quantum key distribution apparatus according to embodiments

of the invention;
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Figures 5 to 7 illustrate quantum key distribution systems according to embodiments of
the invention;

Figure 8 illustrates an experimental setup used to verify phase randomness;

Figure 9 shows phase distribution (top) and autocorrelation (bottom) measured using
the experimental setup of Figure 8;

Figure 10 shows the Pearson correlation coefficient of the pulses transmitted in the
experimental set up of Figure 8; and

Figures 11 to 14 illustrate steps of methods of quantum key distribution according to

embodiments of the invention.

Detailed description

The same reference numbers will used for corresponding features in different
embodiments.

An embodiment of the invention, as illustrated in Figure 1, provides quantum key
distribution, QKD, apparatus 100 comprising a gain switched laser 102, optical modulation
apparatus 104 and optical attenuation apparatus 106.

The gain switched laser is configured to generate optical pulses. The gain switching
mechanism produces spectrally uncorrelated optical pulses, i.e. optical pulses having
independent and randomly distributed phases, as discussed in more detail with reference to
Figures 8 to 10, so that it is not possible, even in principle, for an eavesdropper to infer
information about one transmitted pulse by measuring previously transmitted pulses. The gain
switched laser may be a directly modulated laser, such as a vertical cavity side emitting laser,
VCSEL, or a distributed feedback, DFB, laser and the gain switching mechanism is due to a
change of carriers in the laser chip active region caused by modulating the drive current
supplied to the laser.

Gain switching is a technique by which a laser can be made to produce pulses of
extremely short duration, of the order of picoseconds. In a semiconductor laser, the optical
pulses are generated by injecting a large number of carriers (electrons) into the active region
of the device, bringing the carrier density within that region from below to above the lasing
threshold. When the carrier density exceeds the lasing threshold, the ensuing stimulated
emission results in the generation of a large number of photons. However, carriers are depleted
as a result of the stimulated emission faster than they are injected, so the carrier density
eventually falls back below the lasing threshold which results in the termination of the optical
output. If carrier injection has not ceased during this period, then the carrier density in the active
region will increase again and the process will repeat itself, generating optical pulses.

The optical modulation apparatus 104 is configured to apply at least one of a respective
phase modulation and a respective intensity modulation to the optical pulses, to encode

respective quantum states on the optical pulses. A real zero (no optical pulse) and a one (optical
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pulse), plus intermediate decoy states, can then be encoded onto the optical pulses by intensity
modulation applied by the optical modulation apparatus.

The optical attenuation apparatus 106 is configured to attenuate the optical pulses to
approximate a single photon source. An optical source may be considered to be a single photon
source if a photon number of the optical pulses has an average Poisson distribution of less than
1. In one embodiment, the optical attenuation apparatus is configured to attenuate the optical
pulses to such level that a photon number of the optical pulses has an average Poisson
distribution of 0.1.

In an embodiment, the QKD apparatus is configured to implement an encryption
protocol. The gain switched laser is configured to generate optical pulses having phases which
are randomly distributed between preselected values, dependent on the encryption protocol,
such as phase encoded BB84 or decoy states differential phase shift QKD. The preselected
phase values may for example be 0 and &, or 0 and 2x.

Referring to Figure 2, an embodiment of the invention provides QKD apparatus 200
which additionally comprises a random number generator, RNG, 202 and a quantum encoder
204.

The quantum encoder 204 is configured to map a number received from the RNG into
a respective quantum state. The quantum encoder is also configured to generate an output
signal comprising an indication of at least one of a respective phase modulation and a
respective intensity modulation to be applied by the optical modulation apparatus to encode the
quantum state onto a respective optical pulse.

In an embodiment, the RNG is configured to generate random bits and the quantum
encoder is configured to map a bit received from the random number generator into a respective
quantum state. The quantum encoder may be configured to map a bit sequence received from
the RNG into a respective quantum state.

Referring to Figures 3 and 4, an embodiment of the invention provides QKD apparatus
400 further comprising a tuneable optical filter 404 and an optical attenuator 406.

The RNG is a quantum random number generator, QRNG, 300 and the optical
modulation apparatus is an asymmetric Mach-Zehnder interferometer, AMZI, 402, as illustrated
in Figure 4.

The QRNG comprises a first optical splitter 302, an optical interferometer 310, an
optical detector 318 and signal processing apparatus 320. The first optical splitter 302 is
configured to power split the optical pulses generated by the laser 102, so an optical pulse train
output from the laser 102 is split into two equivalent optical pulse trains, one delivered to the
AMZI 402 and the other delivered to the optical interferometer 312. The QRNG therefore
advantageously uses the optical pulses generated by the laser 102 for QKD, so a fully separate
QRNG is not required, saving cost and reducing the size of the QKD apparatus.

The optical interferometer 310 comprises a second optical splitter 312, a delay element

314 and a Mach-Zehnder interferometer, MZI, 316. The optical interferometer 310 is therefore
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also an AMZI. The second optical splitter 312 is configured to power split optical pulses received
from the first optical splitter 302, so the optical pulse train delivered from the first optical splitter
302 is further split into two equivalent optical pulse trains, one delivered to the delay element
314 and the other delivered to the MZI 316.

The delay element 314 is configured to apply a delay to optical pulses propagating in
in one arm of the optical interferometer 310, such that when the two pulse trains are combined
at the output of the MZI 316, successive optical pulses are interfered. Random phase
differences between successive optical pulses, as generated by the laser 102, are thereby
converted into corresponding intensity modulations of an output optical signal of the optical
interferometer 310.

The optical detector, which here is a photodiode 318, is arranged to detect the output
signal from the MZI 316. The signal processing apparatus, which here is a digital signal
processing, DSP, 320 apparatus is configured to convert a detected intensity of the output
signal into a corresponding amplitude level and to generate an output signal comprising an
indication of the amplitude level. The output signal from the QRNG is delivered to the quantum
encoder 204, as described above.

In an embodiment, an algorithm is used to derive numbers having a target distribution
from the randomly distributed detected intensities. Common algorithms such as inverse
transform sampling or the Box-Muller transformation, for transforming uniformly distributed
random variables to a new set of random variables with a Gaussian (or Normal) distribution,
may be used.

The AMZI 402 may be configured to apply phase modulation, intensity modulation or
both to the optical pulses, under the control of the quantum encoder 204. The AMZI 402
comprises two arms 426, 428, an electrode pair 420 for applying an intensity modulation, 1M,
and a variable delay line 422 and an unbalance electrode 424 for applying a phase modulation,
PM. The voltages and a control signal for the delay line 422 are provided by the quantum
encoder 204, to control the amount of phase modulation and/or intensity modulation required
to be applied to an optical pulse in order to encode a respective quantum state on the optical
pulse.

A guantum state may therefore be encoded in the phase difference between the optical
pulses in the two arms of the AMZI 402, in the intensity/amplitude of the optical pulses output
from the AMZI or in both phase difference and intensity.

The quantum states are signal states and one or more decoy states, which are applied
by means of intensity modulation. In an embodiment, the quantum encoder is configured to set
a number of decoy states and respective amplitudes of the decoy states according to the
encryption protocol in use, such as phase encoded BB84 and decoy states differential phase
shift QKD, as described in "Decoy State Quantum Key Distribution", Physical Review Letters,
94, 230504, 2005. Decoy states are encoded in accordance with pre-determined occurrence

probabilities for the respective encryption protocol.
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In this embodiment, a separate optical attenuator 406 is provided to attenuate the
optical pulses to approximate a single photon source. Alternatively, the AMZI 402 may be
configured as both optical modulation and optical attenuation apparatus, so a separate optical
attenuation apparatus is not required; the AMZI is configured to apply a phase modulation but
no intensity modulation in this alternative arrangement.

The tuneable optical filter 404 is provided before the optical attenuator 406 and is
configured to confine the optical power of the optical pulses around a nominal central frequency.
Out-of-band noise may therefore be removed from the optical pulses, before they are
attenuated. The tuneable optical filter may be a micro-ring, a Bragg grating, or a liquid crystal

thin film device, depending on level of silicon integration required for the construction of the

QKD apparatus.

Referring to Figure 5, an embodiment of the invention provides a QKD system 500
comprising first and second QKD apparatus 100, 200, 400 as described above.

In an embodiment, the optical attenuation apparatus 106, optical attenuator 406 or
AMZI 402 configured for optical attenuation, is selectively operable in either a first, ‘QKD
transmission’, state or a second, ‘classical transmission’, state. In the QKD transmission state,
the optical attenuation apparatus is configured to attenuate the optical pulses to approximate a
single photon source, to have quasi single-photon emission and quantum key distribution. In
the classical transmission state the optical attenuation apparatus is configured with a minimum
attenuation. By setting the optical attenuation apparatus to a minimum attenuation, it is
effectively by-passed, making the optical pulses so strong as to enable frequency locking of
tuneable optical filters and clock synchronization between pairs of QKD apparatus, such as in
the QKD system of Figure 5. Tuning of filters, frequency locking of laser and decoy state levels
can be configured when the optical attenuator is set to minimum (second state).

Embodiment of the invention provide QKD systems 600, 700, as illustrated in Figures
6 and 7, in which the first and second QKD apparatus 100, 200, 400 each further comprise an
optical receiver 602 and a tuneable optical filter 604.

The optical receiver 602 is for receiving an incoming optical signal from the other QKD
apparatus. The tuneable optical filter 604 is arranged before the optical receiver for removing
out of band noise from the incoming optical signal.

Each QKD apparatus is operable to tune respective central frequencies of the tuneable
optical filters 604 to respective frequencies of the incoming optical signals when the optical
attenuation apparatus of each QKD apparatus is in the second state.

In an embodiment, each QKD apparatus 100, 200, 400 is operable to perform clock
synchronisation when the optical attenuation apparatus of each QKD apparatus is in the second
state.

Compared to other QKD schemes, the QKD apparatus 100, 200, 400 is much cheaper
due to the absence of a separate QNRG, the use of cost effective directly modulated lasers,

like VCSELs, and the use of a regular optical modulation apparatus, which can be realized in
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Silicon photonics. In addition, the QKD system is a linear scheme, which does not require
additional pump lasers or control loop. The QKD system 600, 700 also enables easy clock
synchronization (an issue seldom addressed by the scientific literature on QKD) and easy
locking of tuneable optical filters at the receiver to the signal central frequency.

Figure 8 illustrates an experimental setup 750 used to characterize the phase
randomness of the optical pulses generated by a gain switched directly modulated laser. A DFB
laser 752 was used, driven by an RF pulse source 754, plus a bias current 756 and temperature
control 758. The generated optical pulses were transmitted across an optical fibre to a coherent
receiver, CO-Rx, 760, provided with a local oscillator, LO, signal 762. The detected optical
pulses were measured using an oscilloscope 770 and post processing performed on a PC 780.

Eight pulse trains, each of 105 optical pulses, were generated by the DFB laser 752
and the phase distribution of the 8 x 105 optical pulses was measured, as shown in Figure 9
(top) together with the autocorrelation function, shown in Figure 9 (bottom). Figure 10 shows
Pearson correlation coefficient of the optical pulses, and the phase randomness of the optical
pulses is confirmed by the optical pulses having a Pearson correlation coefficient of between
+0.015 and -0.015.

Referring to Figure 11, an embodiment of the invention provides a method 800 of QKD
comprising steps of: generating 802 optical pulses having independent and randomly
distributed phases; applying 804 at least one of a respective phase modulation and a respective
intensity modulation to the optical pulses to encode respective quantum states on the optical
pulses; and attenuating 806 the optical pulses to approximate a single photon source.

In an embodiment, the optical pulses have phases which are randomly distributed
between preselected values which are dependent on an encryption protocol.

Referring to Figure 12, an embodiment of the invention provides a method 900 of QKD
further comprising steps of: generating 902 random numbers; mapping 904 the random
numbers into respective quantum states; and determining 906 at least one of a respective
phase modulation and a respective intensity modulation to be applied to encode the quantum
states onto respective optical pulses.

Referring to Figure 13, an embodiment of the invention provides a method 1000 of QKD
in which the random numbers are generated by: power splitting 1002 the optical pulses
generated by the laser; interfering 1004 successive optical pulses to convert a phase difference
between successive optical pulses into an intensity modulation of an output optical signal;
detecting 1006 the intensity of the output optical signal; converting 1008 a detected intensity of
the output optical signal into a corresponding amplitude level; and generating 1010 an output
signal comprising an indication of the amplitude level.

In an embodiment, an algorithm is used to derive numbers having a target distribution
from the randomly distributed detected intensities. Common algorithms such as inverse

transform sampling or the Box-Muller transformation, for transforming uniformly distributed
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random variables to a new set of random variables with a Gaussian (or Normal) distribution,
may be used.

Referring to Figure 14, an embodiment of the invention provides a method 1100 of QKD
in which the optical pulses are selectively attenuated at either a first attenuation 1102 or at a
second attenuation 1104.

At the first attenuation, the optical pulses are attenuated to the optical pulses are
attenuated 1102 to such level that a photon number of the optical pulses has an average
Poisson distribution of less than 1. In an embodiment, the optical pulses are attenuated 1102
to such level that a photon number of the optical pulses has an average Poisson distribution of
0.1.

The second attenuation is a minimum attenuation, meaning that the optical pulses are
strong. The method 1100 additionally comprises tuning 1106 respective central frequencies of
tuneable optical filters to respective frequencies of incoming optical signals when the optical
pulses are attenuated 1104 at the second, minimum, attenuation. The tuneable optical filters
are for removing out of band noise from the incoming optical signal. The method 1100 also
comprises performing 1108 clock synchronisation when the optical pulses are attenuated at the
second, minimum, attenuation.

The quantum states are signal states and one or more decoy states, which are applied
by means of intensity modulation. In an embodiment, a number of decoy states and respective
amplitudes of the decoy states are set according to the encryption protocol in use, such as
phase encoded BB84 and decoy states differential phase shift QKD, as described in "Decoy
State Quantum Key Distribution”, Physical Review Letters, 94, 230504, 2005. Decoy states are
encoded in accordance with pre-determined occurrence probabilities for the respective
encryption protocol.

In an embodiment, the method additionally comprises optically filtering the optical
pulses to confine the optical power of the optical pulses around a nominal central frequency
before attenuating the optical pulses. Out-of-band noise may therefore be removed from the

optical pulses, before they are attenuated to approximate a single photon source.
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CLAIMS

1. Quantum key distribution apparatus comprising:
a gain switched laser configured to generate optical pulses;
optical modulation apparatus configured to apply at least one of a respective phase
modulation and a respective intensity modulation to the optical pulses to encode
respective quantum states on the optical pulses; and
optical attenuation apparatus configured to attenuate the optical pulses to approximate

a single photon source.

2. Quantum key distribution apparatus according to claim 1, further comprising:
a random number generator; and
a quantum encoder configured to map a number received from the random number
generator into a respective quantum state and to generate an output signal comprising
an indication of at least one of a respective phase modulation and a respective intensity
modulation to be applied by the optical modulation apparatus to encode the quantum

state onto a respective optical pulse.

3. Quantum key distribution apparatus according to claim 2, wherein the random number
generator is a quantum random number generator comprising:
an optical splitter configured to power split the optical pulses generated by the laser;
an optical interferometer configured to receive optical pulses from the optical splitter
and comprising a delay element in one arm configured to apply a delay to an optical
pulse propagating in said arm such that successive optical pulses are interfered by the
optical interferometer, to convert a phase difference between successive optical pulses
into an intensity modulation of an output optical signal of the optical interferometer;
an optical detector arranged to detect the output signal; and
signal processing apparatus configured to convert a detected intensity of the output
signal into a corresponding amplitude level and to generate an output signal comprising

an indication of the amplitude level.

4. Quantum key distribution apparatus according to any preceding claim, wherein the
optical attenuation apparatus is selectively operable in one of a first state in which the
optical attenuation apparatus is configured to attenuate the optical pulses to
approximate a single photon source and a second state in which the optical attenuation

apparatus is configured with a minimum attenuation.

5. Quantum key distribution apparatus as claimed in any preceding claim, wherein the
optical attenuation apparatus is configured to attenuate the optical pulses to such level
that a photon number of the optical pulses has an average Poisson distribution of less
than 1.
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Quantum key distribution apparatus as claimed in any preceding claim, wherein the

quantum states comprise signal states and at least one decoy state.

A quantum key distribution system comprising first and second quantum key

distribution apparatus according to any preceding claim.

A quantum key distribution system according to claim 7 when dependent on claim 4,
the first and second quantum key distribution apparatus each further comprising:

an optical receiver for receiving an incoming optical signal from the other quantum key
distribution apparatus; and

a tuneable optical filter arranged before the optical receiver for removing out of band
noise from the incoming optical signal,

and wherein the quantum key distribution apparatus are operable to tune respective
central frequencies of the tuneable optical filters to respective frequencies of the

incoming optical signals when the optical attenuation apparatus are in the second state.

A quantum key distribution system according to claim 8, wherein the quantum key
distribution apparatus are additionally operable to perform clock synchronisation when

the optical attenuators are in the second state.

A method of quantum key distribution comprising steps of:

generating optical pulses having independent and randomly distributed phases;
applying at least one of a respective phase modulation and a respective intensity
modulation to the optical pulses to encode respective quantum states on the optical
pulses; and

attenuating the optical pulses to approximate a single photon source.

A method according to claim 10, further comprising steps of:

generating random numbers;

mapping the random numbers into respective quantum states; and

determining at least one of a respective phase modulation and a respective intensity

modulation to be applied to encode the quantum states onto respective optical pulses.

A method according to claim 10 or claim 11, wherein the random numbers are
generated by:

power splitting the optical pulses generated by the laser;

interfering successive optical pulses to convert a phase difference between successive
optical pulses into an intensity modulation of an output optical signal;

detecting the intensity of the output optical signal;

converting a detected intensity of the output optical signal into a corresponding
amplitude level; and

generating an output signal comprising an indication of the amplitude level.

PCT/EP2018/052829
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A method according to any of claims 10 to 12, wherein the optical pulses are selectively
attenuated at a first attenuation to approximate a single photon source or at a second,

minimum, attenuation.

A method according to any of claims 10 to 13, wherein the optical pulses are attenuated
to such level that a photon number of the optical pulses has an average Poisson

distribution of less than 1.

A method according to any of claims 10 to 14, wherein the quantum states comprise

signal states and at least one decoy state.

A method according to any of claims 13 to 15, further comprising tuning respective
central frequencies of tuneable optical filters to respective frequencies of incoming
optical signals when the optical pulses are attenuated at the second, minimum,
attenuation, the tuneable optical filters arranged for removing out of band noise from

the incoming optical signal.

A method according to any of claims 13 to 16, further comprising performing clock
synchronisation when the optical pulses are attenuated at the second, minimum,

attenuation.

PCT/EP2018/052829
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